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At our August meeting, Cpl. Hank Jacobsen presented Part II of his guidance for living in the 21st century and protecting ourselves from criminals out there who now use technology to advance their nefarious schemes.
In recent months, the story of crimes has become a bit more prominent on TV. Hank described the rash of car thefts that have occurred in our area. These thefts have been committed by kids 12 – 15 years of age.
The three pillars of crime were observed by these kids:
1) Desire
2) Ability
3) Opportunity
We don’t have control of points 1 & 2, but we do have control of point 3. It is required of us to always lock our cars. The responsibility is on us. He reminded us not to leave any important items in view in our cars: our smart phones, our key fobs, our purses, our laptops or our garage door openers.
These kids operate in groups and go down the street trying cars. If it is locked they just move on. It is a waste of time. They look for the one car that is unlocked and go from there. Once they find that car they can open your garage door if the door opener is there, or steal your laptop if is it on the seat. Once in the garage they have access to everything there, and usually have access to the home from the garage via the unlocked access door and they continue their way of theft. So, it is a simple act: lock your cars, and take away item 3, opportunity.
In the electronic world how do you deny criminals the way of opportunity? First do not share any unsolicited personal information with anyone. This means emails, over the phone, at your door.
Hank mentioned that are times when you do submit personal information: apply for a mortgage, medical insurance, opening a bank account. In these instances, you are submitting the information not the other way around.
He described that much of our personal lives are discoverable on the internet: our names, and our mailing address. However, thieves are looking for that key that will unlock your funds. And this key is your social security and Medicare number.
So, do not carry these cards with you at any time. If organizations and institutions need this data they now usually will ask you verbally for the last four digits of your number.
Another item not to carry with you: personal checks. Thieves will often work together. One person will distract you while another will take just one check from your checkbook. Once they have that they have your account number and bank routing number. It is now easy for them to go to a bank drive-up, make a small cash deposit with this access. Banks usually don’t ask for an ID on deposits. Next the thieves will “spontaneously” note that they need some cash for something and then make a large withdrawal with that same information.
Hank noted that now telemarketers will spoof local area code numbers to make you think that a call is local. If you don’t recognize the number don’t answer it. If it is someone you know, or a party that is legitimately inquiring, they can leave a message on your answering machine. Like locking a car. Just don’t answer. Please hang up. The thieves are fishing for that one person to accept their call and give you the information.
If you do lose your credit card, call your credit card company right away, you are only liable for $50 if reported promptly. The credit card company will gladly issue you a new card and freeze your old one.
Hank did not recommend the use of debit cards. These cards are essentially cash from your account. If something goes amiss you are out that money and cannot get it returned.
As he described the safe use of credit cards, Hank mentioned that in our area and across the country there are credit card “skimmers” that are placed, usually on unattended ATM machines.
These skimmers will capture your credit card information and contain a camera to record your password access. Once the bad guys have this information they can do whatever they wish.
His advice, in this case, was to frequent places that monitor their ATM use: your bank for example. If you do have to use an unattended ATM machine, gently but physically tug at the ATM entry box. If a skimmer is attached it will often come lose and you can stop right there before you do further damage to your personal finances.
The state of Iowa requires that a seal be affixed to ATM entry points. If you see a broken or loose seal, that is an indication that something is amiss. Don’t use it.
Do not use a simple easy to remember password: like 1234, your pet’s name, etc. Hank mentioned that you can Google commonly used passwords and you can be sure that the bad guys do to. If you use a common one your account is compromised.
He recommends that you use a password safe program that has one main password that you remember and then it creates complex passwords for each online site you visit.
Additionally, you can protect your online Identity be requesting a free credit report from the three major credit reporting agencies. He advises that you use a different request from one every four months. The firms are Equifax, TransUnion, and Experian. Here is the government website to accomplish this goal: 
https://www.usa.gov/credit-reports
For your personal effects and electronic devices, you can additionally protect yourself by making a list of all the serial numbers. Hank mentioned that all pawn shops are required to submit serial numbers of items committed to their stores each day to the police department.
The QCS would like to thank Hank for his fine presentation. By using a bit of common sense, to stop and think before responding, and apply his practical tips we can prevent ourselves from becoming another victim of crime.
Be Prepared
Addendum to Cpl. Hank Jacobsen’s Remarks
Submitted by Jim Buche, QCS Director at Large
Place the contents of your wallet on a photocopy machine, do both sides of each license, credit card, etc.
You will know what you had in your wallet and all the account numbers and phone numbers to call and cancel. Keep the photocopy in a safe place.
But here's some critical information to limit the damage in case this happens to you or someone you know. As everyone always advises, cancel your credit cards immediately, but the key is having the toll-free numbers and your card numbers handy so you know whom to call. Keep those where you can find them easily. Immediately file a police report in the jurisdiction where it was stolen, this proves to credit providers you were diligent, and is a first step toward an investigation (if there ever is one). 

But here's what is perhaps most important: (I never ever thought to do this)
Call the three national credit reporting organizations immediately to place a fraud alert on your name and SS#. I had never heard of doing that until advised by a bank that 
called to tell me an application for credit that was made over the Internet in my name. The alert means any company that checks your credit knows your information was stolen.
Two tips from the Los Angeles Police Department: If the theft is not in your local police department’s jurisdiction, file another report with your PD when you get home.

Also, create a script of exactly what happened so when you call / e-mail to report the theft to various organizations, you don’t forget something critical and the reports are all the same. Judy Taylour
